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DETAILED ACTION 



1. 



Claims 1-37 are pending for examination. 



2. 



Claims 1-37 are rejected. 



Claim Rejections - 35 USC §102 



The following is a quotation of the appropriate paragraphs of 35 U.S. C. 102 that form the 
basis for the rejections under this section made in this Office action: 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 2 1 (2) of such treaty in the English language. 

3. Claims 1-37 are rejected under 35 U.S.C. 102(e) as being anticipated by Kung, U.S. 
Patent 5,241,594. 

4. As per claim 1; "A method for providing secure communication of commands from a 
client to a plurality of hosts via a network server [figure 1-3 and accompanying descriptions], 
comprising: receiving at least one command from the client [col 2,linel2-coL 3,line 39, col 
4,lines 60-col. 7,line 23, (i.e., the TELNET request/response inclusive of the authentication 
sequence)]; initiating one or more remote execution processes for processing the at least one 
command [col. 2,linel2-col. 3,line 39, col 4,lines 60-coL 7,line 23, whereas the authentication 
processing at the various remote host computers (i.e., database, applications servers) clearly 
constitutes a remote execution process]; transmitting the at least one command to one or more of 
the hosts via the one or more remote execution processes [col. 2,linel2-col. 3,line 39, col. 4,lines 
60-coL 7,line 23]; obtaining, from the one or more remote execution processes, data associated 
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with the one or more hosts executing the at least one command [col 2,linel2-col. 3, line 39, col. 
4,lines 60-col. 7,line 23, whereas the authentication process will clearly produce a result that is 
sent back through the communications path]; formatting the data [col. 2,linel2-col. 3,line 39, col. 
4,lines 60-col. 7,line 23, whereas the authentication process will clearly produce a result that is 
sent back through the communications path in some specified and pre-designated or standard 
format]; and sending the formatted data to the client [col. 2,linel2-coL 3, line 39, col. 4,lines 60- 
coL 7,line 23].", 

Further, as per claim 13; " A system [This claim is the system claim for the method claim 
1 above, and is rejected for the same reasons provided for the claim 1 rejection] for providing 
secure communication of commands from a client to a plurality of hosts via a network server, 
comprising: means for receiving a plurality of commands from the client; means for initiating 
one or more remote execution processes for processing the commands; means for transmitting 
the commands to one or more of the hosts via the one or more remote execution processes; 
means for obtaining data from the one or more remote execution processes in response to the one 
or more hosts executing the commands; and means for sending the data to the client ". 

Further, as per claim 14; "A computer-readable medium [This claim is the software 
computer-readable medium claim for the method claim 1 above, and is rejected for the same 
reasons provided for the claim 1 rejection] that stores instructions executable by one or more 
processors for performing a method for providing secure communication of messages from a 
client to a plurality of hosts via a network server, comprising: instructions for acquiring at least 
one message from the client; instructions for initiating one or more remote execution processes 
for processing the at least one message; instructions for transmitting the at least one message to 
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one or more of the hosts via the one or more remote execution processes; instructions for 
obtaining, from the one or more remote execution processes, data associated with the one or 
more hosts processing the at least one message; and instructions for transmitting the data to the 
client.". 

Further, as per claim 26; "A network server [This claim is the server part of the system 
claim for the method claim 1 above, and is rejected for the same reasons provided for the claim 1 
rejection] in communication with one or more clients and a plurality of hosts, comprising: a 
service interface configured to receive a plurality of messages from the clients and transmit data 
associated with the messages to the clients; and a parallel execution utility configured to initiate 
one or more of a plurality of remote execution processes to process the messages from the 
clients, transmit the messages to one or more of the hosts via the one or more remote execution 
processes, obtain, from the one or more remote execution processes, data associated with the one 
or more hosts processing the messages, and provide the data to the service interface ". 

5. Claim 2 additionally recites the limitation that; "The method of claim 1, further 
comprising: determining a maximum number of remote execution processes that may run 
simultaneously ". The teachings of Kung suggest such limitations (col. 2,linel2-col. 3,line 39, 
whereas the central server system clearly determines "who" it's communicating with (i.e., the 
number of such network nodes) so that the server knows what to control (i.e., "who" is 
authenticated), and therefore sent commands associated with the access to resources, etc.); 

Further, as per claim 15 additionally reciting the limitation that; "The computer-readable 
medium [This claim is the software computer-readable medium claim for the method claim 2 



Application/Control Number; 09/741 , 103 Page 5 

Art Unit: 2136 

above, and is rejected for the same reasons provided for the claim 2 rejection] of claim 14, 
further comprising: instructions for determining a maximum number of remote execution 
processes that may run simultaneously.". 

Further, as per claim 27 additionally reciting the limitation that; "The network server 
[This claim is the server part of the system claim for the method claim 2 above, and is rejected 
for the same reasons provided for the claim 2 rejection] of claim 26, wherein the parallel 
execution utility is further configured to determine a maximum number of the remote execution 
processes that may run simultaneously/ 7 . 

6. Claim 3 additionally recites the limitation that; "The method of claim 2, wherein the 
initiating includes: creating no more than the maximum number of remote execution processes to 
process the at least one command. The teachings of Kung suggest such limitations (col. 
2,linel2-col. 3, line 39, whereas the central server system clearly determines "who" it's 
communicating with (i.e., the number of such network nodes) so that the server knows what to 
control (i.e., "who" is authenticated), and therefore sent commands associated with the access to 
resources, etc.), and clearly, as for the case for TELNET, is a specific (i.e., a maximum number) 
of open TELNET communications channels.); 

Further, as per claim 16 additionally reciting the limitation that, "The computer-readable 
medium [This claim is the software computer-readable medium claim for the method claim 3 
above, and is rejected for the same reasons provided for the claim 3 rejection] of claim 15, 
wherein the instructions for initiating include: instructions for creating no more than the 
maximum number of remote execution processes to process the at least one message ". 
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Further, as per claim 28 additionally reciting the limitation that; "The network server 
[This claim is the server part of the system claim for the method claim 3 above, and is rejected 
for the same reasons provided for the claim 3 rejection] of claim 27, wherein the parallel 
execution utility is configured to create no more than the maximum number of remote execution 
processes to process the messages 

7. Claim 4 additionally recites the limitation that; "The method of claim 1, further 
comprising: determining whether any of the one or more remote execution processes is 
running/'. The teachings of Kung suggest such limitations (col. 2,linel2-col. 3,line 39, whereas 
the authentication process will clearly produce a result that is sent back through the 
communications path, and further, the central server system clearly determines "who" it's 
communicating with (i.e., the number of such network nodes) so that the server knows what to 
control (i.e., "who" is authenticated), and therefore sent commands associated with the access to 
resources, etc.); 

Further, as per claim 17 additionally reciting the limitation that; "The computer-readable 
medium [This claim is the software computer-readable medium claim for the method claim 4 
above, and is rejected for the same reasons provided for the claim 4 rejection] of claim 14, 
further comprising: instructions for determining whether any of the one or more remote 
execution processes is running ". 

Further, as per claim 29 additionally reciting the limitation that; "The network server 
[This claim is the server part of the system claim for the method claim 4 above, and is rejected 
for the same reasons provided for the claim 4 rejection] of claim 26, wherein the parallel 
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execution utility is configured to determine whether any of the one or more remote execution 
processes is running ". 

8. Claim 5 additionally recites the limitation that; "The method of claim 4, wherein the 
obtaining data includes: waiting for one of the one or more remote execution processes to exit, 
and storing data from the one remote execution process.". The teachings of Kung suggest such 
limitations (col. 2,linel2-col. 3, line 39, whereas the authentication process will clearly produce a 
result that is sent back through the communications path, and further, the remote servers 
inherently will store data associated with the state(s) of any ongoing processing (i.e., building a 
formatted message (results of authentication) prior to communicating such information back 
through the communications path ); 

Further, as per claim 18 additionally reciting the limitation that; "The computer-readable 
medium [This claim is the software computer-readable medium claim for the method claim 5 
above, and is rejected for the same reasons provided for the claim 5 rejection] of claim 17, 
wherein the instructions for obtaining data include: instructions for waiting for one of the one or 
more remote execution processes to exit, and instructions for storing data from the one remote 
execution process ". 

Further, as per claim 30 additionally reciting the limitation that; "The network server 
[This claim is the server part of the system claim for the method claim 5 above, and is rejected 
for the same reasons provided for the claim 5 rejection] of claim 29, wherein the parallel 
execution utility is configured to wait for one of the one or more remote execution processes to 
exit and gather data from the one remote execution process/'. 
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9. Claim 6 additionally recites the limitation that; "The method of claim 1, wherein the 
formatting includes: grouping data from each of the one or more remote execution processes, and 
serializing the data ". The teachings of Kung suggest such limitations (col. 2,linel2-col. 7,line 
23, whereas the authentication process will clearly produce a result that is sent back through the 
communications path in some specified and pre-designated or standard format. Further, since the 
network communications (i.e., remote servers/computer nodes to central (multiple logon) server 
to client server/computer node) is via secure transport layer protocol (ISO TCP/IP), the format of 
the data returning is inherently serial as to the packet to packet transfer following the 
authentication for each network node involved in the secure communications setup (i.e., 
authentication of passwords, etc.).); 

Further, as per claim 19 additionally reciting the limitation that; "The computer-readable 
medium [This claim is the software computer-readable medium claim for the method claim 6 
above, and is rejected for the same reasons provided for the claim 6 rejection] of claim 14, 
further comprising: instructions for grouping data from each of the one or more remote execution 
processes; and instructions for serializing the data for transmission to the client.". 

Further, as per claim 3 1 additionally reciting the limitation that; "The network server 
[This claim is the server part of the system claim for the method claim 6 above, and is rejected 
for the same reasons provided for the claim 6 rejection] of claim 26, wherein the parallel 
execution utility is configured to group data from each of the one or more remote execution 
processes and serialize the data for transmission to the clients 
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10. Claim 7 additionally recites the limitation that; "The method of claim 1, further 
comprising: determining that another remote execution process needs to be initiated; and 
initiating the other remote execution process/'. The teachings of Kung suggest such limitations 
(coL 2,linel2-col. 3,line 39, col. 4,lines 60-col. 7,line 23, whereas the authentication processing 
at the various remote host computers (i.e., database, applications servers) clearly constitutes a 
remote execution process initiated. The system is clearly configured on a demand basis such that 
a second, and further subsequent, command would require further authentication, and therefore 
additional remote execution process initiations ); 

Further, as per claim 20 additionally reciting the limitation that; "The computer-readable 
medium [This claim is the software computer-readable medium claim for the method claim 7 
above, and is rejected for the same reasons provided for the claim 7 rejection] of claim 14, 
further comprising: instructions for determining that another remote execution process needs to 
be initiated; and instructions for initiating the other remote execution process/'. 

Further, as per claim 32 additionally reciting the limitation that; "The network server 
[This claim is the server part of the system claim for the method claim 7 above, and is rejected 
for the same reasons provided for the claim 7 rejection] of claim 26, wherein the parallel 
execution utility is configured to determine that another one of the remote execution processes 
needs to be initiated and initiate the other remote execution process 

1 1 Claim 8 additionally recites the limitation that; "The method of claim 1, wherein the 
initiating includes: creating a list of the one or more remote execution processes that have been 
initiated". The teachings of Kung suggest such limitations (col. 2,linel2-col. 3, line 39, whereas 
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the authentication process will clearly produce a result that is sent back through the 
communications path, and further, the remote servers inherently will store data associated with 
the state(s) of any ongoing processing (i.e., building a formatted message (results of 
authentication) prior to communicating such information back through the communications path. 
It is inherent that the data structures of computers processing multiple instances (i.e., the state of 
remote execution processes) would be organized in a "list" structure, either in memory, or stored 
in mass storage (i.e., hard drive or equivalent mass storage media).); 

Further, as per claim 21 additionally reciting the limitation that; "The computer-readable 
medium [This claim is the software computer-readable medium claim for the method claim 8 
above, and is rejected for the same reasons provided for the claim 8 rejection] of claim 14, 
wherein the instructions for initiating include: instructions for creating a list of the one or more 
remote execution processes that have been initiated ". 

Further, as per claim 33 additionally reciting the limitation that; "The network server 
[This claim is the server part of the system claim for the method claim 8 above, and is rejected 
for the same reasons provided for the claim 8 rejection] of claim 26, wherein the parallel 
execution utility is configured to create a list of the one or more remote execution processes that 
have been initiated ". 



12. Claim 9 additionally recites the limitation that; "The method of claim 8, further 
comprising: setting a time of an alarm event; and obtaining a status of the one or more remote 
execution processes on the list when the alarm event occurs ". The teachings of Kung suggest 
such limitations (col. 4,lines 60-col. 7,line 23, whereas the authentication processing at the 
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various remote host computers (i.e., database, applications servers) clearly constitutes a remote 
execution process, and further, the use of "operational TCP/IP protocol installed" used for the 
communications networking inherently utilizes TCP timeout timer expiration as an alarm 
condition, typically as a result of non acknowledged packet transfer/connection setup. Since the 
non acknowledged packet transfer/connection setup state results in a re-transmission, then the 
remote execution processes that have been initiated list will have to be referenced in order to 
determine "who" to re-transmit to ); 

Further, as per claim 22 additionally reciting the limitation that; "The computer-readable 
medium [This claim is the software computer-readable medium claim for the method claim 9 
above, and is rejected for the same reasons provided for the claim 9 rejection] of claim 21, 
further comprising: instructions for setting a time of an alarm event; and instructions for 
obtaining a status of the one or more remote execution processes on the list when the alarm event 
occurs 

Further, as per claim 34 additionally reciting the limitation that; "The network server 
[This claim is the server part of the system claim for the method claim 9 above, and is rejected 
for the same reasons provided for the claim 9 rejection] of claim 33, wherein the parallel 
execution utility is configured to set a time of an alarm event and obtain a status of the one or 
more remote execution processes on the list when the alarm event occurs.". 

13. Claim 10 additionally recites the limitation that; "The method of claim 9, wherein the 
obtaining a status includes: determining whether the next remote execution process has been 
running for a first amount of time, and terminating the next remote execution process when the 
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next remote execution process has been running for at least the first amount of time.". The 
teachings of Kung suggest such limitations (col. 4,lines 60-coL 7,line 23, whereas the 
authentication processing at the various remote host computers (i.e., database, applications 
servers) clearly constitutes a remote execution process, and further, the use of "operational 
TCP/IP protocol installed" used for the communications networking inherently utilizes TCP 
timeout timer expiration as an alarm condition, typically as a result of non acknowledged packet 
transfer/connection setup. Since the non-acknowledged packet transfer/connection setup state 
results in a re-transmission, then the remote execution processes that have been initiated list will 
have to be referenced in order to determine "who" to re-transmit to. The examiner broadly 
interprets the "determining whether the next remote execution process has been running for a 
first amount of time, and terminating the next remote execution process when the next remote 
execution process has been running for at least the first amount of time" as the re-transmission 
sequence as applied to the non-acknowledged packet transfer/connection setup state alarm 
condition result ); 

Further, as per claim 23 additionally reciting the limitation that; "The computer-readable 
medium [This claim is the software computer-readable medium claim for the method claim 10 
above, and is rejected for the same reasons provided for the claim 10 rejection] of claim 22, 
wherein the instructions for obtaining a status include: instructions for determining whether the 
next remote execution process has been running for a first amount of time, and instructions for 
terminating the next remote execution process when the next remote execution process has been 
running for at least the first amount of time". 
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Further, as per claim 35 additionally reciting the limitation that; "The network server 
[This claim is the server part of the system claim for the method claim 10 above, and is rejected 
for the same reasons provided for the claim 10 rejection] of claim 34, wherein the parallel 
execution utility is configured to determine whether the next remote execution process has been 
running for a first amount of time and terminate the next remote execution process when the next 
remote execution process has been running for at least the first amount of time.". 



14. Claim 1 1 additionally recites the limitation that; "The method of claim 10, wherein the 
obtaining a status further includes: determining whether the next remote execution process has 
been running for a second amount of time, the second amount of time being less than the first 
amount of time, and setting a next alarm event when the next remote execution process has been 
running the second amount of time". The teachings of Kung suggest such limitations (col. 
4,lines 60-col. 7,line 23, whereas the authentication processing at the various remote host 
computers (i.e., database, applications servers) clearly constitutes a remote execution process, 
and further, the use of "operational TCP/TP protocol installed" used for the communications 
networking inherently utilizes TCP timeout timer expiration as an alarm condition, typically as a 
result of non acknowledged packet transfer/connection setup. Since the non-acknowledged 
packet transfer/connection setup state results in a re-transmission, then the remote execution 
processes that have been initiated list will have to be referenced in order to determine "who" to 
re-transmit to. The examiner broadly interprets the "determining whether the next remote 
execution process has been running for a first amount of time, and terminating the next remote 
execution process when the next remote execution process has been running for at least the first 
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amount of time" as the re-transmission sequence as applied to the non-acknowledged packet 
transfer/connection setup state alarm condition result. Further, the examiner broadly interprets 
the ". . . setting a next alarm event when the next remote execution process has been running the 
second amount of time. . to be the sequentially occurring event where a second non 
acknowledged packet transfer/connection setup error occurs ); 

Further, as per claim 24 additionally reciting the limitation that; "The computer-readable 
medium [This claim is the software computer-readable medium claim for the method claim 1 1 
above, and is rejected for the same reasons provided for the claim 1 1 rejection] of claim 23, 
wherein the instructions for obtaining a status further include: instructions for determining 
whether the next remote execution process has been running for a second amount of time less 
than the first amount of time, and instructions for setting a next alarm event when the next 
remote execution process has been running no more than the second amount of time". 

Further, as per claim 36 additionally reciting the limitation that; "The network server 
[This claim is the server part of the system claim for the method claim 1 1 above, and is rejected 
for the same reasons provided for the claim 1 1 rejection] of claim 35, wherein the parallel 
execution utility is configured to determine whether the next remote execution process has been 
running for a second amount of time less than the first amount of time, and set a next alarm event 
when the next remote execution process has been running no more than the second amount of 
time". 

15. Claim 12 additionally recites the limitation that; "The method of claim 1 1, wherein the 
obtaining data includes: storing data from the next remote execution process when the next 
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remote execution process has been running less than the first amount of time but at least the 
second amount of time.". The teachings of Kung suggest such limitations (col. 4,lines 60-col. 
7,line 23, whereas the authentication processing at the various remote host computers (i.e., 
database, applications servers) clearly constitutes a remote execution process, and further, the 
use of "operational TCP/IP protocol installed" used for the communications networking 
inherently utilizes TCP timeout timer expiration as an alarm condition, typically as a result of 
non acknowledged packet transfer/connection setup. Since the non-acknowledged packet 
transfer/connection setup state results in a re-transmission, then the remote execution processes 
that have been initiated list will have to be referenced in order to determine "who" to re-transmit 
to. The examiner broadly interprets the "determining whether the next remote execution process 
has been running for a first amount of time, and terminating the next remote execution process 
when the next remote execution process has been running for at least the first amount of time" as 
the re-transmission sequence as applied to the non-acknowledged packet transfer/connection 
setup state alarm condition result. Further, the examiner broadly interprets the "... setting a next 
alarm event when the next remote execution process has been running the second amount of 
time. . to be the sequentially occurring event where a second non acknowledged packet 
transfer/connection setup error occurs. The involved servers inherently will store data associated 
with the state(s) of any ongoing processing (i.e., building a formatted message (results of 
authentication, or re-transmission sequence as applied to the non-acknowledged packet 
transfer/connection setup state alarm condition result) prior to communicating such information 
back through the communications path), 
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Further, as per claim 25 additionally reciting the limitation that; 'The computer-readable 
medium [This claim is the software computer-readable medium claim for the method claim 12 
above, and is rejected for the same reasons provided for the claim 12 rejection] of claim 24, 
wherein the instructions for obtaining data include: instructions for storing data from the next 
remote execution process when the next remote execution process has been running less than the 
first amount of time but at least the second amount of time ". 

Further, as per claim 37 additionally reciting the limitation that; "The network server 
[This claim is the server part of the system claim for the method claim 12 above, and is rejected 
for the same reasons provided for the claim 12 rejection] of claim 36, wherein the parallel 
execution utility is configured to gather data from the next remote execution process when the 
next remote execution process has been running less than the first amount of time but at least the 
second amount of time ". 



Conclusion 

16. Any inquiry concerning this communication or earlier communications from examiner 
should be directed to Ronald Baum, whose telephone number is (703) 305-4276. The examiner 
can normally be reached Monday through Friday from 8:00 AM to 5:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh, can be reached at (703) 305-9648. The Fax numbers for the 
organization where this application is assigned are: 
After-final (703) 746-7238 

Official (703) 746-7239 
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